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Abstract: After a WSN is deployed, there are occasions where the software (or 
interchangeably, firmware) in the sensor nodes needs to be updated. Due to the 
large number of nodes, it is impractical to update the software manually. 
Instead, software updates are sent to the nodes wirelessly, that is, the nodes are 
reprogrammed in situ. This feature or process is called remote network 
reprogramming, or simply network reprogramming. This paper is about the 
securing of this process. We believe the best approach to the problem is not 
piecing several components together, but a concerted effort at integrating the 
components and optimizing the components for each other. We first divide the 
problem into three design spaces: (1) data dissemination protocols, (2) 
cryptographic protocols for data dissemination, (3) code verification. We 
explore each of these design spaces, by reviewing state-of-the-art proposals. In 
our review, we perform detailed analysis, and offer new insights into the 
rationales and inner-workings of these designs. Our end goal is to integrate and 
cross-optimize these three components. Our conclusions for this work are as 
such. For data dissemination protocols, our deduction is that to surpass Deluge 
or any of its subsequent derivatives, revolutionary techniques are needed, 
otherwise incremental improvements might be achievable by looking into the 
cross-layer optimization between the TDMA-based media access control layer 
and the data dissemination protocol layer. For cryptographic protocols, we 
propose exploring the relative merits of Deng et al.’s scheme and the so-called 
intermediate scheme a bit further. For code verification algorithms, we propose 
exploring energy-storage trade-off in the latest implementations, and optimizing 
the implementations for emergent 8051-based SoC platforms. 

Keywords: Wireless sensor networks, secure code dissemination, secure network 
reprogramming, data dissemination, elliptic curve cryptography 

1. Introduction 
The mission of WSNs is not only to provide flexibility in space but also flexibility in time. 
Once a network has been deployed, there must be a facility to update its functionality 
according to the needs of the time. Remote network reprogramming allows us to do just 
that. It allows us to update new code containing new business rules to the sensor nodes in 
the field, and ‘instantaneously’ transform the functionality of the network. In general, 
network reprogramming consists of three stages from the networking point of view [1]: 

• target selection, where specific nodes are selected to receive the update; 
• code dissemination, where the code is delivered to the selected nodes; 
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• completion verification, where the nodes that have successfully received the update 
report to a central authority. 

The need for target selection and completion verification is very much application-
dependent, hence outside the scope of this paper. Beyond the networking point of view, and 
from a security point of view, there is another stage in between code dissemination and 
completion verification, that is, code verification. Code verification is performed after the 
nodes receive the new code. Before the nodes load the new code from their external storage 
(typically Flash memory) to their internal memory (also typically Flash memory), they need 
to verify cryptographically if the code is trustworthy.  
 Our objective in this paper is to explore the techniques for code dissemination and code 
verification. The primary criteria for these techniques are energy efficiency and security. 
The popular approach to securing code dissemination is to assume an existing data 
dissemination protocol, which is typically Deluge, and construct a cryptographic protocol 
on top of it. We advocate a completely integrated approach where we address the energy-
efficiency and the security of the protocol together. Thus, our starting point is consistent 
with the convention, i.e., a data dissemination protocol. The reason for using a data 
dissemination protocol and not simple flooding is energy-efficiency. Authenticated 
broadcast protocols like μTESLA [18] are inadequate, as they are purely cryptographic 
protocols and do not specify any mechanism at all for disseminating data energy-efficiently.  
 The paper is organized as follows. Section 2 reviews existing data dissemination 
protocols and offers insight on potential improvements of existing schemes. Section 3 
reviews the cryptographic protocols proposed to secure data dissemination. Section 4 
reviews current elliptic curve cryptosystem (ECC) implementations because ECC is the 
most energy-efficient public-key algorithm to date. In all these sections, we not only 
describe the most influential proposals, but also perform detailed analysis, and offer new 
insights into the rationales and inner-workings. Finally, we conclude in Section 5. The 
symbols and notations used in this paper are partially summarized in Table 1. Omitted 
symbols should be clear from the context. 

Table 1: Partial list of symbols and notations 

Symbol Meaning Symbol Meaning 
Sign( , ) Signature function taking a key as the 

first parameter and a text as the second 
parameter 

PK Public key of the administrator; stored in 
every node  

h( ) Hash function SK Secret key of the administrator 
pi Page i of disseminated data mi Packet i in a page 
w (w > 1) Maximum number of hashes per packet σ Number of bits in a hash 
α Number of index packets in a page β Number of bits in all the index packets of 

a page 
|| Concatenation operator   

2. Review of Data Dissemination Protocols 
Data dissemination protocols are the facilitators of code dissemination. Some well-known 
examples are (in approximate chronological order) SPIN [8], MOAP [20], Infuse [1], 
Trickle [14], Deluge [9], Firecracker [13], Aqueduct [19], MNP [11], Sprinkler [16], 
Freshet [10] and Stream [17]. We summarize the salient points as follows. 
 In the reprogramming state, use push: The intuition behind this is that, if we know 
what to transfer, then we would not waste energy transferring something that is not needed. 
This intuition comes in the form of negotiation. Negotiation is a push paradigm pioneered 
by SPIN and is used by most if not all later protocols. A negotiation round consists of the 
exchange of an advertisement, a request and data in a three-way handshake. By paying a 
little price in the overhead, we can avoid sending data that are actually not needed. A 



beneficial bi-product of this three-way handshake is that the advertiser can make sure it has 
a bi-directional link with the requester, so that the data do end up in the requester. 
 In the steady state, use pull: When a new node joins a network, it will request for the 
latest software version from its neighbours. Existing nodes do not periodically advertise 
their software version, thus saving unnecessary transmissions.  
 Negative acknowledgements: After negotiation, a requester receives data from the 
advertiser. Instead of sending an acknowledgement after every data transfer, the requester 
renews its request. These new requests serve as selective negative acknowledgements. This 
idea is actually borrowed from reliable multicast protocols. 
 Sender selection: This approach was started by Trickle, and was later adopted and 
adapted by other protocols. The idea is to divide time into rounds, and in each round, a node 
decides probabilistically whether or not to broadcast an advertisement. MNP’s adaption is 
to select nodes that received more distinct requests than the others, to make advertisements 
later. 
 Rate adjustment: This approach also originated in Trickle, and was later adopted and 
adapted by other protocols. The rationale is to bound the frequency of advertisements based 
on the number of overheard advertisements.  
 Scheduled sleeping: Freshet is the protocol that takes the paradigm of saving-energy-
by-sleeping to the extreme. The first phase, (Blitzkrieg phase), of the protocol involves 
propagating information about the data and the network topology through the network so 
that nodes can determine approximately when they will need to be active to receive data.   
 Spatial multiplexing or pipelining: This is a measure for improving throughput. 
Basically, when one data transfer is taking place, other non-interfering nodes can engage in 
parallel data transfers. Without pipelining, propagating s amount of data across d hops 
consumes O(ds) time units, whereas with pipelining, propagating the same amount of data 
across the same number of hops consumes only O(d + s) time units. Deluge and MNP are 
two protocols that support pipelining. 
 Collision avoidance: Infuse and Sprinkler are two protocols that use time division 
multiple access (TDMA) to avoid collisions. Sprinkler takes the exploitation of TDMA a 
step further but trying to construct an optimal schedule using a connected dominating set 
(CDS) algorithm. A dominating set for a graph G(V,E) is a subset V* of V such that every 
vertex not in V* is adjacent to at least one member of V* — a dominating set can thus be 
employed as a backbone of a network. The problem of finding the minimal CDS is NP-
complete [2], and hence some non-optimal heuristics have to be used. The CDS algorithm 
of Sprinkler is localized and has a complexity of O(1), and thus scalable. However in 
practice, since a TDMA schedule is normally optimized for convergecasts (the predominant 
traffic pattern) in the steady state, the schedule would have to be re-optimized for global 
broadcasts every time the network goes into the reprogramming state.  
 Minimizing data volume: The philosophy stems from Stream, a meta-protocol that can 
be used on top of a compatible protocol like Deluge, MNP and Freshet. In fact, the design 
of Stream is motivated by the code bloat problem that plagues Deluge, MNP and Freshet. 
The essence of the idea is to divide the firmware image into two components: the 
reprogramming support and the application support. Flash memories are usually partitioned 
into banks, so the two components can reside in different banks. In the steady state, all 
nodes run the application support component. In the reprogramming state, all nodes switch 
to the reprogramming support component. The reprogramming support does not need to be 
updated during the reprogramming phase, thus saving bandwidth and energy.  
 Depending on the organization of the operating system (OS), an update may vary 
greatly in size. If the OS is a monolithic OS like TinyOS2 or Mantis3, an update is the whole 
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firmware image, containing a mixture of both the OS kernel and the applications. If the OS 
is a modular OS like SOS4 or Contiki5, an update can be just an application module that 
needs to be updated or added. The choice of OS though is an orthogonal issue. For practical 
purposes, TinyOS remains the de facto standard. Also, the code should be compressed with 
the best compression algorithm available before it is disseminated. 
 There are a few lessons we can learn from the summary above. First, Deluge has been 
regarded as a benchmark since its publication – because it has either pioneered or adsorbed 
most of these techniques. There are things that can be improved on Deluge, for example, 
sender selection, sleep scheduling, collision avoidance and data volume minimization. 
MNP has improved on sender selection and sleep scheduling. Freshet has taken a drastic 
approach on improving sleep scheduling. What remains are collision avoidance and data 
volume minimization. Deluge is independent of the underlying MAC protocol, so 
improving media access benefits Deluge and its derivatives equally, unless there is cross-
layer optimization involved. In terms of data volume minimization, if we choose to use a 
modular OS to reduce the size of the update code, the result will not only benefit Deluge 
but other protocols as well, and so again, switching to a modular OS is an independent 
improvement. After all, TinyOS is the de facto standard. The deduction is that to surpass 
Deluge or any of its subsequent derivatives, revolutionary techniques are needed, otherwise 
incremental improvements might be achieved by looking into the cross-layer optimization 
between the TDMA-based MAC layer and the data dissemination protocol layer. 

3. Review of Cryptographic Protocols for Data Dissemination 
Due to the dominance of Deluge as a data dissemination protocol, most if not all proposals 
that try to secure data dissemination so far are more or less cryptographic ‘add-ons’ targeted 
at Deluge-like systems. The specific aspect of Deluge that these protocols make use of is 
the data structure. A piece of data that needs to be disseminated is broken down into pages, 
and these pages are further broken down into packets. The problem boils down to 
delivering all the packets in all the pages securely to all the nodes. 

...
digital signature
protects p1'

1st

hash protects p2'

2nd

hash

protects p3'code image is broken
down into pages...

 
Figure 1: Signing and hash chaining of code pages 

 Let us denote pages by p1,…,pn, where n is the number of pages; and define other 
symbols as in Table 1. From p1,…,pn, p1′,…,pn′ are generated, in the reverse order, as 
follows (for symbols see Table 1, for illustration see Figure 1): 
 n np p′ =  
 1 1 || ( )n n np p h p− −′ ′=  
 2 2 1|| ( )n n np p h p− − −′ ′=  
 … 
 1 1 2 1 2( , || ( )) || || ( )p Sign SK p h p p h p′ ′ ′=  

p1′,…,pn′ are what get disseminated to the nodes, in sequence. Notice the reverse-order 
generation establishes a forward-order chain of dependency (Figure 1). The signature is 
generated using the administrator’s private key (the administrator can also be the code 
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distributor), because had a symmetric key been used, the symmetric key would have to be 
stored in every node in the network but a node is generally not tamper-resistant. We explain 
why the pages have to be received in sequence by using an example. Suppose we have 
received an alleged pi before pi-1, when we receive another alleged pi, we cannot determine, 
without pi-1, which of the two pi’s is the bona fide pi. So before pi-1 is received, we have no 
choice but to buffer all alleged pi’s, offering an attacker the opportunity to launch denial-of-
service (DoS) attacks using fake pi’s. Therefore, pi’s must be received in sequence. 
 This general approach originates in Lanigan et al.’s Sluice [12]. Sluice was designed for 
Deluge, although it can be used for any network reprogramming scheme that partitions code 
into pages. As such, Sluice imposes some restrictions on the system: (1) all pages must be 
delivered in strict order; (2) the next page cannot start if the current page has not yet 
finished; and (3) a node will have to buffer a whole page before verifying it. Subsequent 
proposals are incremental improvements of Sluice. Dutta et al. [5] propose to operate at the 
packet level instead of at the page level. Dutta et al.’s proposal is Deluge-specific. 

m2m1

digital signature of...

hash of...

hash of...

...

h(m1)

1  st  page 2  nd  page

......

All packets can be received out of order in a page,
once all the index packets have been received in order

...

hash of...

 
Figure 2: Intermediate scheme (not in the literature) 

 Deng et al. [4] note that hash chaining forces the packets to be received in order. It is 
only possible to receive the packets out-of-order if their corresponding hashes are received 
in advance. If there are n packets, then we need to verify n hashes in advance. Using only 
one hash for all n packets, e.g. h(m1||m2||..||mn), is vulnerable to DoS attacks, because it 
takes only one bit of error to make all n packets useless. There are two approaches: 

1. We can sign each of the hashes using the administrator’s private key, but signing 
each of the hashes is too energy-consuming. 

2. We can chain the hashes as in Figure 2 and let the hashes arrive before the packets, 
but if we chain the hashes, we still need to enforce the hashes to arrive in order, 
even though the packets themselves can arrive out-of-order. We call this scheme the 
intermediate scheme for ease of discussion later. 

p1 p2
packets of
1st  page

h(
p 1)

h(
p 2

)

...
hashed to

digital signature

level 1

level 2

level 3

level 4

hash tree
for 2nd  page

hash tree
for 3rd  page

h(h(p1 )||h(p1))

 
Figure 3: Deng et al.'s scheme [4]; example shows a packet can store at most two hashes 

A common approach, (also Deng et. al.’s approach), is to build a tree on top of the n hashes 
until we get a single hash at the root of the tree, and sign the root of the tree instead (Figure 
3). This hash tree is not a Merkle tree because it is Deng et. al.’s intention to create a hash 
for each packet at the bottom level of the tree. As many hashes are placed in a packet as 



allowed by the maximum transmission unit; such packets are called index packets. Pages 
are chained, and hence have to be received in order. The levels also have to be received in 
order, but within each page and within each level of the hash tree, the packets can be 
received out-of-order. The index packets at level l − 1 can be deleted once all index packets 
at level l have been received and verified. Deng et al. [4] show that, using Tmote nodes, 
under a packet loss rate of 5%, while the chain scheme (Figure 1) incurs a cost of 308% 
more messages, their scheme (Figure 3) only costs 43% more messages. The advantage of 
being able to receive packets out-of-order is apparent. 
 The number of index packets measures the overhead and can easily be calculated as 
follows. Say there are n number of packets in a page, and we can cram a maximum of w 
hashes into an index packet, and there are L levels in the hash tree (taking the root as level 
0), then there are wL hashes at the bottom of the tree. To accommodate all packets in a page, 
we must have wL ≥ n, or L = ⎡logwn⎤. The number of index packets per n nodes, α, is thus 
 1

1
1 1 ( 1) ( 1)L l L

l
w w wα −

=
= + = + − −∑  (1) 

If we denote the number of bits in a hash as σ, then the number of bits in the index packets 
per n nodes, β, is  
 ( )1

1 L l l l L
l

w w w nβ σ −
=

⎡ ⎤⎢ ⎥= + − −⎣ ⎦⎣ ⎦∑  (2) 

It is a simple counting exercise to obtain Equation (2). There is some flexibility in 
determining the page size n depending on whether α or β is to be minimized. 
 There is a proposal [26] for using a little-known and patented public-key scheme called 
“combined public key” to secure Advertisement and Request messages. The obvious 
problem with the approach is the resource requirement. Securing the Advertisement and 
Request messages is the problem of a larger scale, i.e., key management – we shall not 
address it here. The most important issue at hand is the security of the code that gets 
downloaded into all of the nodes and which eventually becomes the “souls” of the nodes. 
 Pages and packets are the prevalent code structure. The concept of pages was initiated 
by Deluge’s philosophy of (1) limiting the amount of state a receiver must maintain while 
receiving data, (2) enabling efficient incremental upgrades, and (3) allowing pipelining. 
This means the page/packet structure has nothing to do with the organization of the code 
itself. What needs to be explored is how the page size – which is determined by whether α 
or β is to be minimized – impacts the underlying protocol. 

3.1 Further Analysis 
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Figure 4: Comparison of Deng et al.'s scheme to the intermediate scheme 

By comparing Deng et al.’s scheme with the intermediate scheme, there are some 
interesting discoveries. For Deng et al.’s scheme, αDeng and βDeng can be computed using (1) 
and (2) respectively. For the intermediate scheme, 
 / ( 1)         / ( 1)intmd intmdn w n n wα β= − = + −⎡ ⎤ ⎡ ⎤⎢ ⎥ ⎢ ⎥  (3) 
From (1) and (3), when wL ≥ n + 1, we have 
 1 ( 1) ( 1) ( 2) ( 1) ( 1) 1 ( 1)L L

Deng intmdw w w w w n w n wα α= + − − = + − − ≥ − + ≥ − =⎡ ⎤⎢ ⎥  (4) 
In other words, when n is not a power of w, Deng et al.’s scheme uses more index packets 
than the intermediate scheme. It is more difficult to compare the β’s of the two schemes 
analytically, so we resort to the plots in Figure 4. The plots are based on these parameters: 
for Mica2 motes, w = 6, whereas for Tmote motes, w = 30. The plots show that the β’s of 
the two schemes are virtually identical. Since the intermediate scheme incurs lesser index 
packets most of the time, the intermediate scheme delivers more hash bits per hash packets 
(consistent with intuition). The disadvantage of the intermediate scheme is that for every n 
packets, ⎡n/(w-1)⎤ of the packets have to be received in order, whereas in Deng et al.’s 
scheme, only ⎡logwn⎤ levels of packets have to be received in order. It is difficult to evaluate 
the impact of this difference analytically due to the dynamics of the underlying data 
dissemination protocol. We propose simulations for this purpose as future work. 

4. Review of Code Verification Algorithms 
When the code arrives at a node, the code has to be cryptographically verified. The public-
key algorithm should of course be energy-efficient, and the signature that the algorithm 
produces should be able to fit in a single packet. Since we are only using the signature 
verification part of the algorithm, significant savings can be made on the code size. So far 
the most efficient type of algorithm is ECC [22] – to put things into perspective, one of the 
earliest benchmark results of RSA-1024 on ATmega128L measures the time for an 
exponentiation at between 30s and 80s depending on the size of the exponent [26]. There 
have been notable advances in ECC implementation for WSNs in recent years (Table 2).  

Table 2: ECC implementations for sensor node platforms (in approximate chronological order) 

Authors Platform Algorithm Operation Time (s) 
Guajardo et al. [6] MSP430x33x 3MHz ECC-160 Point multiplication 1.10 
Gura et al. [7] ATmega128L 8MHz ECC-160 Point multiplication 0.81 

Private key 
generation 

0.23 Malan et al. [15] ATmega128L 8MHz ECC-160 

Public key 
generation 

34.16 

MSP430F1611 4MHz ECC-160 Signature 
verification 

2.44 Liu et al. 
(TinyECC6)  

ATmega128L 8MHz ECC-160 Signature 4.04 
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verification 
Point multiplication 1.03 Ugus et al. [22] ATmega128L 8MHz ECC-160 
Point multiplication 
(2 pre-computed 
points) 

0.57 

Wang et al. [24] MSP430F1611 4MHz ECC-160 Point multiplication 
(prime field) 

3.13 

Point multiplication 
(prime field) 

0.72 Szczechowiak et al. 
(NanoECC) [21] 

MSP430F1611 4MHz ECC-160 

Point multiplication 
(binary field) 

1.04 

 
Most publications use the time for one point multiplication as the benchmark, but our 
interest is primarily in the energy for signature verification. Nevertheless, it is apparent that 
NanoECC represents the best result so far. We propose a few areas to explore further: 

• If software update is done very infrequently, then code size can be more important 
than energy-efficiency. NanoECC uses about 30KB of code size, or over 60% of the 
Flash memory space available on a MSP430F1611, so future work should explore 
energy-storage trade-off in the implementation. 

• Several exciting architectures have emerged in the market, for example Chipcon’s 
ZigBee SoC offerings with low-power 8051 cores. These chips feature a low 0.3μA 
standby mode current, and hence are potential platforms to explore. 

After the signature is verified, the code should also be checked for consistency and safety, 
such as the presence of potentially dangerous instructions, before it is loaded. 

5. Conclusions and Future Work 
Network reprogramming is a tool for instant network morphosis. The security of the ‘tool’ 
is vital to the commercial success of the technology. The best approach is not piecing 
several components together, but a concerted effort at integrating the components and 
optimizing the components for each other. In this paper, we have explored the three design 
spaces: (1) data dissemination protocols, (2) cryptographic protocols for data dissemination, 
and (3) code verification. Our end goal is to integrate and cross-optimize these three 
components. The following summarizes our agenda/recommendation. For data 
dissemination protocols, our deduction is that to surpass Deluge or any of its subsequent 
derivatives, revolutionary techniques are needed, otherwise incremental improvements 
might be achieved by looking into the cross-layer optimization between the TDMA-based 
media access control layer and the data dissemination protocol layer. For cryptographic 
protocols, we propose exploring the relative merits of Deng et al.’s scheme and the so-
called intermediate scheme further. For code verification algorithms, we propose exploring 
energy-storage trade-off in the latest implementations, and optimizing the implementations 
for emergent 8051-based SoC platforms.  
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